Cellular Fraud: History, Status, Technology, and Prevention

Opposing Forces in the Fraud Game

Fraud contained throughout N. America
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The State of Affairs — the Problem of
Fraud Control
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Key Management
for Cellular — A Challenge

Key

J/,___ Management __1 ‘

A-Key A-Key
\l! Challenge-Response 41

Cellular ->| Authentication
Telephone N Center

700-82

“The generation, distribution/issuance, storage,
updating, destruction, and archiving of authentication keys
(A-keys)”
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Cellular Cryptographic
Key Hierarchy — Security Enabler

Secret “seed” key—»

Authentication Key

64-bits

Infrequently

Shared Secret Data A

Shared Secret Data B
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Principle of
Cellular Authentication
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700-63
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Plain Text

Key
! Management
| A4
Key Key
¥ v
Cipher Text
3| Encryption 3> Decryption

Cryptographic Key Management

Plain Text

700-74

“The generation, distribution/issuance, storage,
updating, destruction, and archiving of keys”
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. What Are the Odds?

¢ You will ...

.. be killed in an air crash

.. win in a state lottery

.. die in a fire this year

.. develop a brain tumor

.. die in a car crash

.. undergo an audit this year
.. become a victim of fraud

1in 4,600,000
1in 4,000,000
1 in 40,000
1in 25,000
1in 125

1in 100
1in7?

Source: “What the odds are” by Les Krantz
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Fraud and Misuse: A Perspective

¢ Cable industry losses exceeded
$4.7 billion in 1992

¢ Toll fraud is estimated at $4 billion
annually

¢ Credit-card losses approached $1 billion
in 1993

¢ Losses from IRS filing fraud range from
$1 billion to $5 billion annually

¢ Cellular fraud “hérd dollar” losses
exceeded $700 million in 1995

AT&T Wireless Services
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What are the Telecom Fraud losses?

1995 Estimates are ...

...CPE toll fraud $1.3 Billion

4

¢ ...Subscription fraud $450 Million
¢ ...Calling card fraud $450 Million
¢ ...Cellular fraud $400 Million
¢ ...800 calls by hackers $235 Million
¢ ...Hits to switches/networks $190 Million
¢ ...Prisoner toll fraud $100 Million
¢ ...800/900 fraud $100 Million
¢ ...Pay phone fraud $90 Million

Source: Telecom & Network'Sk&dityWinaless Reotricess
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Twelve-Month Revenues
June 1985 - June 1994
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Source: CTIA Mid-Year Data Survey, June 1994 AT&T Wireless Services
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Cryptology — Basic Concepts

¢ Cryptology

— Science that embraces both cryptography and
cryptanalysis

¢ Cryptography
— Art (or science) of secret writing

— Includes means for performing all “security
services”

¢ Cryptanalysis

— Attempt to descramble or scramble without
knowledge of secret key

AT&T Wireless Services
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Example of Simple
Cryptographic System
PT Message K CT Message

Hannibal is All Kdqgqledo Iv
coming and He frplqj dqg kh
has elephants! 3| Algorithm 3| kdv hohskdqwv!
He’'s coming kh'v frplqj ryhu
over the Alps. wkh dopv. bhyv,
Yes, the Alps!!! wkh dopv!!!

700-90
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Principle of Cellular Authentication
Using Voice Verification

Cellular Telephone

Cellular Switch

Voice Challenge

Voice Response

User ID =
ESN, MIN, User

Text
Challenge

Yes

—3>

Text
Response ‘ No

700-65
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Taxonomy of Fraud Control Techniques

Fraud Control

Techniques
-4—— Less Effective More Effective —»
Fraud Detection Fraud Prevention
Techniques Techniques
Profiler ‘
Weak Fraud Strong Fraud
Prevention Techniques Prevention Techniques
intelligent Switch
Multiple PINs Authentication
RF Fingerprinting

"—+’°ice Verification AT&T Wireless Services
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Velocity Checking — An Example

&attle Spokane
29 March 1996 | 29 March 1996
4:15:02 ‘ . 4:16:54
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. RF Fingerprinting Technology - Per
cell site |

Database and

Interdiction Uni
AT&T Wireless Services
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Cloning — Nationwide and Dynamic

AT&T Wireless Services
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Phreaking

“Lifetime* counterfeit
telephone
and celluler modem
l Y A
ellular Network
and PSTN
Laptop with
“War Dialer”

Convergence of Hacking and

Host Computers

Wireless Services
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Emerging Technologies
for Fraud Management

¢ Time-based validation systems

¢ Radio frequency (RF) signature
technology

¢ Voice verification technology

4 Dynamic password technology

¢ Cryptographic authentication
techniques

AT&T Wireless Services
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Principle of Profiling System

Cellular Switch

Clone Detection System

ESN/MIN

Call Detail
(CDRs)

Call Detail
Formatting

1

Call Details
Call Origination
Call Destination

Call Duration
Call time
etc.

#Abneraal destinations

Fraud likely

Velocity checks ¢ Profiles

Long duration calls\ Match
Usage change
Typical bill Threshold
Abnormal pattern

Abnormal originations

Yes

Hot numbers Fraud unlikely

Hmm...Dr. Smith does not
usually
call Columbia at 2A.M. and tal
for 25 minutes.
Let’'s watch this one....

Interdiction
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. Existing Technologies
y for Fraud Management

¢ Pre-call validation of every call
€ Post-call validation of every call

¢ Expert system-based call detail
- analysis systems (CloneDetector)

¢ Personal Identification Number (PIN)

identification techniques - “Fraud
Prevention Features’”

AT&T Wireless Services
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Fraud Products and Services

4 Profiling “CloneDetector”’ System
4 FraudManager Service

¢ HLR Visibility

4 Stolen Phone StatCheck Service
¢ Customer Positive File Service

¢ Positive Validation Service (PVS)

AT&T Wireless Services
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Why Reduce and Manage Fraud?

To decrease
network and
administrative costs

To decrease
financial losses

To keep good
customers happy

To prevent
bad image

AT&T Wireless Services
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Balancing Fraud and Business
Operations

Complexity

User Friendliness

Effectiveness Fraud Control
Reliability , Solutions
Timeliness

Performance
Requirements

AT&T Wireless Services
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United States — 33 Million
Japan - 3,192,000

UK - 2,733,000

Germany — 2,280,000
italy — 1,841,000

Canada - 1,600,000
Australia — 1,443,900
China - 1,212,400
Sweden - 1,096,000
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Top 18 International Cellular Markets

France — 770,000
Mexico — 123,000
S. Korea - 677,200
Thailand - 703,000
Brazil - 598,000
Finland — 595,000
Taiwan - 570,000
Mexico — 540,800
Malaysia — 540,000
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